
Adversarial examples are subject to domain constraints

Adversarial examples are inputs carefully designed to cause erroneous predictions in machine learning systems. 
To fool real-world systems, they must respect domain constraints.

Constraints as penalty functions … 
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Success = Misclassification & Constraints Satisfaction

Defenses

Objective: for 𝑥𝑥 find 𝛿𝛿
 With 𝐻𝐻 𝑥𝑥 ≠ 𝐻𝐻(𝑥𝑥 + 𝛿𝛿)
 With 𝐿𝐿𝑝𝑝(𝑥𝑥, 𝑥𝑥 + 𝛿𝛿) < 𝜖𝜖
 𝑥𝑥 + 𝛿𝛿 ∈ 𝒳𝒳Ω
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∇𝑥𝑥𝑡𝑡𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 ℎ 𝑥𝑥𝑡𝑡 ,𝑦𝑦
−∇𝑥𝑥𝑡𝑡𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝(𝑥𝑥𝑡𝑡)𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 = 𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙_𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎 ×

𝑖𝑖𝑖𝑖𝑖𝑖_𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 × 1 + 𝑖𝑖𝑖𝑖𝑖𝑖_𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡

1 + 𝑖𝑖𝑖𝑖𝑖𝑖_𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 − 1

… used in 2 constrained attacks
C-PGD (gradient based)

𝑔𝑔1 𝑥𝑥 ≡ ℎ 𝑥𝑥

𝑔𝑔2 𝑥𝑥 ≡ 𝐿𝐿𝑝𝑝(𝑥𝑥 − 𝑥𝑥0)

𝑔𝑔3 𝑥𝑥 ≡ �
𝜔𝜔𝑖𝑖 ∈ Ω

𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝(𝑥𝑥,𝜔𝜔𝑖𝑖)

𝑓𝑓𝑒𝑒 = 𝑓𝑓1 ⊕ 𝑓𝑓2 𝜔𝜔𝑒𝑒 ⊨ (𝑓𝑓𝑒𝑒 = 𝑓𝑓1 ⊕ 𝑓𝑓2)

X

MoEvA2 (genetic based)

Constraints augmentation:
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Credit Scoring Botnet

More information

Example of constraint:

(domain constraints)
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