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Evaluating the robustness with adversarial example
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Motivation

ML model is integrated in a larger software system that takes as input domain objects.

Transaction 1
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Constraints on feature space

Related features linked by a constraint:

open_acc < total_acc

int_rate X (1 + int_rate)te™
(1 + int_rate)te™™ — 1

installment = loam_amount X
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Existing attacks fails to generate constrained examples
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Existing attacks fails to generate constrained examples

High o _
loss Objective: for x find &
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Contributions

First generic framework for adversarial attacks under domain constraints

wi=wi Aws |wy Vws [y = | fE{r.. i} .-
Y=cl|f|ir @]z

® Evaluat PE—
Constraints formulae  Penalty function ~ [(COesS |
w1 N\ wo w1 + W2
wi V. wa min(wy, wo)
Y eV ={1,... ¢} min({; € V:[ -1 |})
Y1 < Yo max(0, Y1 — 2)
Y1 < o max(0,vY1 — P2 +7) C-PGD MoEVA2
Y11= P2 | 1 — 2 |

Generic constraints language 2 Attacks
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Constraints as penalty function

Constraint grammar

wi=wi Awy |wi Vws | Y1 =Y | fe{r.. i}
vi=cl| f|Yr @2 |

f € F is the value of feature f for a given input x/,
c is a constant real value,

w, W1, W, are constraint formulae,
FE{L S = %2>,

Y, P4, ..., P are numeric expressions,
@ € {+, —,+\}, and

x; is the value of the i feature of the clean input x
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Constraints as penalty function

Constraint grammar

w=wy Awy |wy Vws | Y1 = Pa | fe{r.. i}
Yvi=c| [ [ @Yz |z

f € F is the value of feature f for a given input x/,
c is a constant real value,

w, W1, W, are constraint formulae,
FE{L S = %2>,

Y, P4, ..., P are numeric expressions,
@ € {+, —,+\}, and

x; is the value of the i feature of the clean input x
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Constraints as penalty function

Constraint grammar Mapping to penalty functions
wi=wi Awy [w1 Vwy |1 Z U | fe{tr... Uy} | |
Constraints formulae Penalty function
¢3:C|f’¢1@¢2|$i w1 A wo w1 + wo
w1 V woy min(wy, wo)
Y eV ={Y,...¢} min({yy € V:[ ¢ —[})
f € F is the value of feature f for a given input x/, 1 <o max (0,1 — 12)
c is a constant real value, Y1 < o max (0,11 — s +7)
w, W1, W, are constraint formulae, Y11= 92 Eiaiel
FE (L <, =, #, =, >, Table 1: From constraint formulae to penalty functions. 7 is an
Y, Y4, ..., Py are numeric expressions, infinitesimal value.
® € {+, —*\}, and
x; is the value of the i feature of the clean input x Constraint is satisfied if and only if g(w,x) = 0
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Constraints as penalty function

Constraint grammar Mapping to penalty functions
wi=wi Aws | w1 Vwe [Y1 = P2 | f €{1... .Yk} | |
_ Constraints formulae Penalty function
vi=c| [l @Y | w1 /g o1+ Wy
VOV ) i 6 D
Y eV ={v1,... ¢} min({y; € V:| -1
f € F is the value of feature f for a given input x/, V1 < 1o max (0,1 — h2)
c is a constant real value, Zil f iQ m”x(_o;fl‘ — 2 +7)
w, W1, W, are constraint formulae, P b
=€ {<, i £, =, >}, Table 1: From constraint formulae to penalty functions. 7 is an
Y, P4, ..., P are numeric expressions, infinitesimal value.
® € {+, —*\}, and
x; is the value of the i feature of the clean input x Constraint is satisfied if and only if g(w,x) = 0

Sufficient expressiveness to instantiate
constraints in different domains

uni.ln | SAT

A Unified-Framework for-Adversarial Attack and-Defense in Constrained Feature Space. T. Simonetto, S. Dyrmishi, S. Ghamizi, M. Cordy, Y. Le Traon. 2022



13

Approach 1: C-PGD: Gradient evaluation of the constraints

High
loss
Projected Gradient Descent (PGD)
x™t = xt + a sign(V,closs(h(x?),y))
Low
loss
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Approach 1: C-PGD: Gradient evaluation of the constraints

High
. Projected Gradient Descent (PGD)
ESUS0. x™t = xt + a sign(V,closs(h(x?),y))
% Constraints regularization
\ V. closs(h(x),y) — V. tpenalty(x*b)
Low
loss

Constrained Projected Gradient Descent (C-PGD)

xttl =xt + asign (thloss(h(xt),J’) — vxtpenalty(xt))
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Approach 2: MoEvA2: Evolutionary approach

T Multi-objective genetic algorithm (NSGA-III)

[Initialize Population]

l minimise g,(x) = h(x)

n
@4—[ Evaluation ]-—

\J

[ Survival ]

Y
[ Selection ]

minimise g,(x) = L,(x — xo)

minimise g;(x) z penalty(x, ;)

[ Crossover ] Wi € ()

Y

{ Mutation ]_
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How effective are our approaches at generating adversarial examples?
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How effective are our approaches at generating adversarial examples?

o
W

$2@
(=)}

/

Random Forest

B9e

—

Dataset Attack
PGD
p PGD + SAT
<) LD cpop
MoEvA?2
- PGD
& PGD + SAT
em CTU-13 C-PGD
MoEvA2
N Papernot *
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& Papernot *
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%\%J Malware Papernot *
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How effective are our approaches at generating adversarial examples?

Random Forest

A Unified-Framework for-Adversarial Attack and-Defense in Constrained Feature Space. T. Simonetto, S. Dyrmishi, S. Ghamizi, M. Cordy, Y. Le Traon. 2022

—

Dataset Attack C&M

PGD 0.00

— PGD + SAT 0.00

€ LCLD pop 9.85

MoEvVA2 97.48

-~ PGD 0.00

& PGD + SAT 0.00

Gm CTU-13 - pgp 0.00
MoEvVA?2 100.00

= Papernot * 0.00

€| LCLD  \roEvA2 41.51

& Papernot * 0.0
@ U hoEva2 5.41
&E.vlle‘ Malware Papernot * 0.00
MoEvA2 39.30

Papernot * 8.50

% URL MoEvA?2 31.89

Attacks unaware of domain
constraints often fail.

C-PGD is effective on a
single dataset.

MoEVAZ2 is always
successful.
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How can we improve the robustness of our machine learning models?
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How can we improve the robustness of our machine learning models?

Test set 2. Test and Sample> Sample set A
(300,000) (4,000)
Training set 1. train (g!\o Qa
(900,000) -_— ! —_—
3. MoEvA2

Original
model

Adversarial
training set

(< 4,000)

I
14. Retrain

G

Adversarial
trained model

Adversarial retraining
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How can we improve the robustness of our machine learning models?

We hypothesize that augmenting Q with a set of engineered constraints can robustify a model.
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How can we improve the robustness of our machine learning models?
We hypothesize that augmenting Q with a set of engineered constraints can robustify a model.

We engineer a new feature

fe =1 @ 12
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How can we improve the robustness of our machine learning models?

We hypothesize that augmenting Q with a set of engineered constraints can robustify a model.

We engineer a new feature

fe =1 @ 12

We have the new constraint

we F (fe =1 D f2)
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How effective are defense techniques ?

= A
€
Defense Attack LCLD | CTU-13
None C-PGD 9.85 0.00
None MoEvA2 97.48 100.00
e Constraint augmentation is an effective
C-PGD Adv. retrammg C-PGD 8.78 NA alternative defense to adversarial retraining.
C-PGD Adyv. retraining * MoEvA2 | 94.90 NA
MoEvVA2 Adyv. retraining *  C-PGD 2.70 NA
MoEvA2 Adyv. retraining *  MoEvA2 85.20 0.8 Constraint augmentation and adversarial
Constraints augment. C-PGD 0.00 NA retraining have complementary effects.
Constraints augment. MoEvA2 80.43 0.00
MoEvA2 Ady. retrain. j MoEvA2 82.00 NA
Combined defenses MoEvA2 | 77.43 NA

Table 3: Success rate of C-PGD and MoEvA2 after adversarial retraining and
constraint augmentation (on neural networks). For a fair comparison, the
model denoted by the same symbols (* or *) are trained with the same
number of adversarial examples, generated from the same original samples.
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Conclusion

4 N

Constraints formulae Penalty function

w1 N\ wa w1 + W

wy V wa min(wy, ws)

Y1 < o maz (0,1 — 2)

Y1 < o maz (0,11 — Py + 7)
Uy = 1o | 1 — 2 |

K Generic constraints language /
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Conclusion

4 N

Constraints formulae Penalty function

w1 N\ wa Wy + we

wy V wa min(wy, ws)

Y1 < o maz (0,1 — 2)

U1 < o maz (0,11 — Py + 7)
Uy = 1o | 1 — 2 |

K Generic constraints language /

o

liz pul

e Population
High
loss End
@ Evaluation [
urvival

Survi

S

[e]
g 2 8
g g
S H E

C-PGD MoEvA2
2 Constrained Attacks

/

A Unified-Framework for-Adversarial Attack and-Defense in Constrained Feature Space. T. Simonetto, S. Dyrmishi, S. Ghamizi, M. Cordy, Y. Le Traon. 2022

uni.lu | SIT



27

Concl

usion

/

Constraints formulae Penalty function
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w1 N\ wa w1 + W

wy V wa min(wy, ws)
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Generic constraints language
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Conclusion

/

Constraints formulae

Penalty function

\

\

w1
w1
(&

(O
(U3
(G

N wo w1 + W

V wa min(wy, ws)

€V = {Yr,..tnt min({vi € i p— i |}
< 1y maz (0,1 — 2)

< o max (0,11 — P2 + 7)

= 12 | 1 — o |

Generic constraints language
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Attacks unaware of domain
constraints often fail.

MoEVAZ2 is always
successful.
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2 Constrained Attacks
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o

we F (fe

=f1 D f2)

Constrained Augmentation

New defense method as effective
as adversarial retraining

~
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Conclusion

/

Constraints formulae Penalty function

o

w1
w1
(&

(O
(U3
(G

N wo w1 + W

V wo min(wy, ws)

€W = (...} min({ty €W
< 1o maz (0,1

< P2 mazx (0,1 -
= 2 | 1 — o |

Generic constraints lang

-
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MoEVAZ2 is always
successful.
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